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1. tjt w imitated in «wr table of 21 Juno, the ICS® jsg program 
la Ming r«MMUirMl« 1 a tiM %n*iag of 1943, who Um progr a m **• 1 b> 
itlated, oriole la Central incept appeared to ho Imataeat to uagr, Con* 
M^NttUjr, ftqphio:! > «• ploood on the to— til >t o need to preride (Mwwnlwf 
tloAO without refereoee to Uw eapon<nblJl3tjr of the network# inveleud. 

Ho«, however, ttaera teem Hit * llk o l i h oe d of an Immediate criale. to * 
remit the pregrao lo op for review and rerieien to met the reqalreoeate 
of the proeent eituatien. There lo geaeral egremant Is thie offloo, after 
dleouealotto with c J owl other por*o«o eeaeerwea, that tho wc r mt m 4 la 
to work out a oot of guiding .riftolpleo open ohloh to baae m XCSB^KQ pregrm, 
taking advantage of tho prolonged a m i > t lo o (to apply » ftialwta Interpretation 
of torrent events;. 



2. doe o a alo a o aro taking plate oft aa organisation wide Mala la the 
of fort to arrive at «Unt«r4«. toohftlooJL, aeeurlly, ot el, far icmjtft la 
ail lie eepeote. lending pcNhilo«tlcm ot a general poliey la this flatter, 
wo *waii ofttUfta hero eertelft operational irtwilpln ^ ohoaLh Uho 

to ooo f a llowwd la tho ffttare rofraltflwwfc of o per ator#. so do not think 
that thooo will ooftfllot with toohftioal atendarde am roqolr— o wti. H e a d* 
loao to eey, we ah all uolaowt /ear ooeawate «m eoggeatlen* oo tho liaoo 
of eetlm dlaeooead holm. 



3. It la probably inevitable that l eola t a d radio aeta and otgftal 
piano and imividaai ag a wt a and mtmrke wtU 1 m aap a ta i t withia a fairly 
abort period after tho begtmfitog of hootUiUos or oocepatam ot m ama 
by aft heeiile elamat. thia lo am of the dalmiated rlaka on which am 
at y-behiwl pregre* ao ouoh la tweed, Kayoriaaoo in strid s*r II has mom 
that eoeh aaoao mod not blow tin ae—wnl mtlooa wjratca ao a whole. In 
thla reaped t, we aro «ere oom ome d with the possibility of eaptarod aoto 
being ttoed to "play beet.” to oer barn thm with their eeiug discovered and/ 
or captured. 




4* Since the Pf/T <^er»tor provides the mod uni Pally traceable link 
between wwrt agent personnel and the directing base, hi* security and 
discipline are of paramount Inport&nce, If ha or the custodian of equip- 
ment (including one- time pads and signal piano) fail* to observe the west 
rigid discipline, ho exposes us to tho hasards of "playing book" as well 
&« to the dieeorwry and annihilation of our atuy-behiad network, Tho ft/T 
nan also provide* tho only personal, "physical" contact between the network 
and the base, la the sense that the physical characteristics of hie tend- 
ing technique becoiao well known to the bate operator with whoa he maintains 
cent iOt. If Imi la captured and bo^sone else attempts to contact the b«u»o 
with his cot, the difference In touch con alert the base to the fact that 
something has gone strong* If, however, he i« doubled against us, he pro- 
video tho enemy with an ideal channel for deception sate rial, to a greater 
degree tiisn any other dotages? of agent. personnel. Add to ttasee considerations 
the fact that the st&y-behind radio operator is subject to strains net required 
of the currently reporting agent,- U) the psychological strain of inaction over 
a long period of tine, utd (b) the strain of having to act, when finally called 
open to do so, under the west adverse and hazardous conditions, - the reaeons 
for hypersensitivity in regard to his security become obvious. Any person 
recruited for this type of work must have the complete confidence of the or- 
ganisation beyond any reasonable doubt as to his loyalty, discretion, dis- 
cipline and stability, Such confidence can be based only on a moot careful 
assessment baaed on the beat information available, 

5# As a practical implementation of principle stated in paragraph 3, 
we propose that apart froa normal project requirements, no >i/T candidate 
*111 be approved for training until a eooplete Personal Record Form has been 
submitted. This does not see® to be unreasonable. If a person has the con- 
fidence of the organisation to the extent that he is proposed for training 
in a secret technique, it is possible to obtain a detailed oarrloulua vitae 
from hi a without resorting to subterfuge, 

6, Although, as you know, there are two types of e |Uipoent and train- 
ing, the Red plan, wore highly classified, and the Blue, leas so, for use 

la different types of stay— benind operations, we oust not infer that an effort 

to ensure security can be less in recruiting for the one than for the other, 

Sven though a wan way be recruited for a Blue type operation, which is re- 
garded as were expendable, *e still should require as complete as possible 
information concerning him. From a strictly practical point of view, we must 
recognise the fact that training facilities are limited. It would be extremely 
foolish to waste time arid effort in training operators on whose services we could 
not depend in an emergency, whatever their particular level or assignment 
way be, 

7, Another principle to bear in wind is this i The recruitment of 
ICEBERG personnel (whether operators or custodians of equipment) oust be such that 
they cannot be eomprewlsed later by virtue of ary foreseeable ii&xard inherent 

in the recruitment Itself . To be a. re explicit! 
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A. They should not be chosen f roa the ranks of agent 
personnel which is or may be in any way compromised, No member 
of a chain which is suspected of being penetrated] no lime agent 
who has had any previous intelligence connection with a blown agent 
or eaae offioer] no candidate proposed by actually or possibly 
compromised personnel should have anything to do with ICK3SHG. 

B. Ho two ICKBKRC candidates should be known to each other* 

C. Ho wore than one ICEBiaO candidate should be recruit od on 
the recommendation of any one agent* 

D. Ho chief agent of a large reporting network should be 
allowed to recommend candidates, because of the danger of pene- 
tration of his activities* 

E. Ho recruiting out-cut or agent should be briefed as to the 
precise or long-range nature of the work in mind for the personnel 

he is to spot or recommend. Os should be given a general brief only ae to 

requirements, such as courage, technical aptitude, basic stability, 

loyalty, etc. He will no doubt propose candidates whose training 

would be impractical because of their nonavailability in time of 

crisis (e.g., able-bodied young man subject to army or labor draft), 

but these can be screened out by the ease officers. Evan with 

highly trusted indigenous agents such deception oust be practiced. 

iVe cannot sake out clearly from the correspondence in our files to what extent 

the agents who have suggested candidates have been briefed, but we 

assume that their briefing has bean general* 

8. We recognise only too well that the restrictions outlined above 
added to the difficulties already generally recognised, — the problem of 
finding recruits who will b e available in an emergency situation, the 
fact that persons with previous training in the necessary technique are 
likely to be or become known to the Soviets, and the feet that persons 
without previous practice in the technique probably lack aptitude and are 
difficult to train, — sake the program of recruitment extremely difficult* 

He certainly do not wish you to feel that we are unappreciative of the 
efforts you are making and have made to find suitable candidates, even 
though your requests for approval have met with an almost consistent *No N 
for an answer* 

9* He have no set of bl ue p rints to offer for a successful recruit- 
ing program* Local conditions obviously affect such an enterprise. However, 
as an example of one imagi n ative means of going about the problem, we can 
cite the effort of another station in an occupied area* After conoid oration 
of the categories of personnel who might best be available in time of need, 
and trfio might have the greatest aptitude in the necessary skill, it waa de- 
cided to explore the possibilities among disabled veterans of the recent 
war. A request was made to the Signal Corps to screen veterans in military 
hospitals in the area for employment aa teletype operators* A survey wae 



md* on the basis of fchs Signal Corps' currant need for such operators, and 
background histories of suitable candidates obtained. Those wore turned 
over to oar staff for farther screening and cheeking of the personal histories 
as given by the nor* Interesting prospects, a number of likely candidates were 
turned up without involving any of the station 1 a current operations. Only 
one Signal Corps officer had been briefed on out interests in relatively general 
terms. 



101 Granted that suitable recruits ars found, there are still restric- 
tions to be observed in their handling. 

A. An ai proved radio ca nd idate must have no connection with any other 
current intelligence operation. If to has been recruited from an 
existing operation, he must be cut out of it if he is approved, 

O. An approved radio operator must engage in no other intelligence 
activity. 

C. Although plans may be made for his secure hook-in to a 
covert agent or network, the actual introductions should be postponed 
until the last possible moment . a system of recognition symbols, 
duly approved hers, nay be laid on, but actual knowledge of identities 
should not be exchanged, (vis are sure that you share our gratitude 
to the Providence that prevented c a and ic rj from meeting lest 

fall, through no fault of our own, prior toe: ^*s enforced 

evacuation. ) In this connection, it is important that plans for the 
hook-in to a particular operation be made at tto tine the operator 
is recruited, since the type end particulars of his training will 
depend upon his future as si gnment. He himss f need not know the 
personalities involved, tot ht mast be prepared aa far ae possible 
to meet whatever special conditions may be required of hiw t 

P. It goes without saying that all training and all nestings 
of IGXBKBO candidates, trainees, and operators must be conducted in 
the asst secure fashion possible* 

11* So far as the caching of equipment is concerned, we realise 
that it may be necessary to Involve indigenous personnel to some extent* 

We can eee no hem in allowing s known and trusted agent to conceal a radio 
for us so long ss there is no hint of possible compromise . In the case of 
ir 3 , our request that the set be withdrawn from his possession was based 
on the possibility of his being compromised through hie association with^ n 

12* The principles stated above affect the status of our current 
ICEBERG operations considerably. The four candidates proposed in your 
cable 2896 should be reviewed in the light of the revised program as s whole. 
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A* ^ -1 i sad C Even though approval has onae been 

granted fortheir training, we should prefer to suspend that approval 
ponding a re-examination of thsir situation* Proa the flies, we have had a 
general lap rose ion that they night be compromised because of their 
respective eomeotions with n 17 and c. zr , However, 

T 3 ha* clarified the operational handling in theae cases, jrsd the 
haxarda involved seen to have been orerooae or are capable of being 
overoorae « In both eases we should have full Personal Record Fores 
and an account of what security hasarda actually do exist because of 
previous intelligence connections* 



B. ZT -H here again we oust have coaplete biographical 

, £. information on which to base an intelligent decision* From the 
/y.S?' available report* we cannot do such* hie threat to take to the hills 
j in the event of hostilities is net exactly reassuring, but such a 
a ; T remark eeuld be attributable to fllppatfr or acme equally ineonse- 

quentlal character 1st ie, if mere were known about the man as a whole* 

C* 3 Although he hae had no known connection <ith 

ZT _3, he appears to be acquainted with a number of persons asso- 
ciated with zr 3 at the tine of the letter's arrest* While we 
may be hyper-cautious, we cannot eee our way dear to granting approval 
for the use of anyone even remotely linked with this operation* 



13* we hope that the proposed nesting between u j am £T 3 

suggested in your exchange of cables with Karlsruhe can take place shortly* 
We shall appreciate any comments you my have, individually and severally, 
on your particular operational aspects of the problem* 
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Karlsruhe 



